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Motivation

Modern weather forecasting depends on
data gathered from a diverse array of
organizations and sources.
We show that a single satellite can reliably
control any aspect of the weather forecast.
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Attacking Weather Forecasting

arg min
𝛿𝑡,𝛿𝑡−1

𝒜(𝑑(𝑋𝑡 + 𝛿𝑡, 𝑋𝑡−1 + 𝛿𝑡−1))

subject to ∀𝑣 ∈ 𝑉 : 𝜇𝑣 = 0 ∧ 𝜎𝑣 ≤ 𝜀,

Fabricating Extreme Deviations

0
5

10
15
20
25
30

Ours

±0.0% +0.05% +0.1% +0.15% +0.2% +0.25%

Increase  in  noise Increase  in  noise

In
du

ce
d 

de
vi

at
io

n

Wind speed [m/s]

±0.0% +0.05% +0.1% +0.15% +0.2% +0.25%
0

5

10

15

20

25
Temperature [K]

AdvDM DP-Attacker 99% extreme weather

Approximating Diffusion Inference

Autoregressive diffusion models iterate
across 𝑗 time steps and 𝑁  noise levels.

Approximate using 𝑛 random noise levels.

Input: states 𝑋𝑡, 𝑋𝑡−1

𝑍𝑡
𝑛, 𝑍𝑡−1

𝑛 ← 𝑋𝑡, 𝑋𝑡−1

for 𝜏 ← 𝑡 + 1 to 𝑡 + 𝑗 do
𝜎0, …, 𝜎𝑛−1 ∼ Σ(0, 1

𝑛), …, Σ(𝑛−1
𝑛 , 1)

𝑍𝜏
0 ∼ 𝒳(𝜎0)

for 𝑖 ← 1 to 𝑛 − 1 do
𝑍𝜏

𝑖 ← 𝑓(𝑍𝜏
𝑖−1, 𝑍𝜏−1

𝑛 , 𝑍𝜏−2
𝑛 , 𝜎𝑖−1, 𝜎𝑖)

𝑍𝜏
𝑛 ← 𝑓(𝑍𝜏

𝑛−1, 𝑍𝜏−1
𝑛 , 𝑍𝜏−2

𝑛 , 𝜎𝑛−1, 0)
return 𝑍𝑡+𝑗

𝑛

Implications

AI-based weather forecasting can be
attacked by adversarial observations.

Trusting a forecast means
trusting all underlying sources.


