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Risk of Wrong Forecasts

- Can hinder preparation ‘
- Lower trust in forecasts .*

- Induce panic iIn masses
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Medium-range Weather Forecasting

- Based on diverse sensor data
- Satellites have by far the largest impact’
- Recently: Al-based forecasting outperforms traditional forecasting

- SotA: Autoregressive diffusion model GenCast?

T ECMWEF “Atmospheric model data sources”, Forecast User Guide
2 Price et al. “Probabilistic weather forecasting with machine learning”, Nature
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Medium-range Weather Forecasting

1. Assimilation of sensor data into global state

2. Diffusion model predicts state 12h later
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Medium-range Weather Forecasting

1. Assimilation of sensor data into global state
2. Diffusion model predicts state 12h later

3. Repeat 2. with predicted state

7 = 12h T=24h =
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Threat Model

~100 meteorological satellites contribute data
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- Attacker controls one satellite’ &
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Threat Model

~100 meteorological satellites contribute data

- Attacker controls one satellite

X=X+ (O, ) + N (O, 62)
—_——

Attacker

- Adds noise with small variance
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TWillbold et al. ,,Space odyssey: An experimental software security analysis of satellites®, S&P’23
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Attack Algorithm

Input: attack budget €, number of attack steps N, lead time
steps j, inputs X*, X?~1

Output: adversarial perturbation &%, 87!
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Attack Algorithm

Gradient of
diffusion output




Diffusion Inference




Diffusion Inference

- Starts with random noise as input




Diffusion Inference

- Starts with random noise as input

- N denoising steps




Diffusion Inference

- Starts with random noise as input

- N denoising steps




Diffusion Inference

- Starts with random noise as input

- N denoising steps

- Gradient back propagation computationally infeasible




Attack Algorithm

Gradient of
diffusion output

approximated
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- Choose k so that gradient calculation is feasible
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Evaluation

- Targeted attack
- [woO scenarios
- Fabricate extreme forecasts in normal weather

- Manipulate forecasts of existing extreme weather
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Fabricating Extreme Forecasts

- Maximize target variable in region at time

- Baselines adapted from other domainsi2

- Varying strength of perturbation up to single satellite
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Fabricating Extreme Forecasts

Maximize target variable in region at time

- Baselines adapted from other domainsi2

- Varying strength of perturbation up to single satellite LA
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- Apply SotA to historical data (Hurricane Katrina)
- Unperturbed data correctly predicts storm path

- Attacker computes perturbation to change predicted path
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Detection
X=X+ (0,)+4(0,¢%)
=X+ (O, o + 62)

- Assume knowledge of measurement noise

- Chi-square test to detect increased variance

Method Wind Speed Temperature Precipitation

AdvDM >99.99% 99.92% >99.99%
DP-Attacker 95.04% 45.85% 95.33%

Ours 3.07% 2.96% 0.20%

Detection Probabilities
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Take Aways

Al-based weather forecasting is vulnerable
- One satellite is enough to control the forecast

- Detection is non-trivial

Diffusion models are vulnerable
- Existing attacks do not suffice
- Better approximation of diffusion process

Paper and code
github.com/misec-group/adversarial-observations



http://github.com/mlsec-group/adversarial-observations

